Deriving business processes with service level agreements from early requirements by Frankova, Ganna et al.
  
 University of Groningen
Deriving business processes with service level agreements from early requirements
Frankova, Ganna; Seguran, Magali; Gilcher, Florian; Trabelsi, Slim; Doerflinger, Joerg; Aiello,
Marco
Published in:
Journal of Systems and Software
DOI:
10.1016/j.jss.2011.03.077
IMPORTANT NOTE: You are advised to consult the publisher's version (publisher's PDF) if you wish to cite from
it. Please check the document version below.
Document Version
Publisher's PDF, also known as Version of record
Publication date:
2011
Link to publication in University of Groningen/UMCG research database
Citation for published version (APA):
Frankova, G., Seguran, M., Gilcher, F., Trabelsi, S., Doerflinger, J., & Aiello, M. (2011). Deriving business
processes with service level agreements from early requirements. Journal of Systems and Software, 84(8),
1351-1363. https://doi.org/10.1016/j.jss.2011.03.077
Copyright
Other than for strictly personal use, it is not permitted to download or to forward/distribute the text or part of it without the consent of the
author(s) and/or copyright holder(s), unless the work is under an open content license (like Creative Commons).
Take-down policy
If you believe that this document breaches copyright please contact us providing details, and we will remove access to the work immediately
and investigate your claim.
Downloaded from the University of Groningen/UMCG research database (Pure): http://www.rug.nl/research/portal. For technical reasons the





































dThe Journal of Systems and Software 84 (2011) 1351–1363
Contents lists available at ScienceDirect
The Journal of Systems and Software
journa l homepage: www.e lsev ier .com/ locate / j ss
eriving business processes with service level agreements from early
equirements
anna Frankovaa,∗, Magali Séguranb, Florian Gilcherb,1, Slim Trabelsib, Jörg Dörﬂingerc, Marco Aiellod
Department of Information Engineering and Computer Science, University of Trento, Via Sommarive, 14, 38050 Trento, Italy
SAP Labs France, SAP Research – Security and Trust, 805, avenue du Dr. Maurice Donat, 06254 Mougins Cedex, France
SAP Labs Germany, SAP Research, CEC Karlsruhe, Vincenz-Priessnitz-Straße 1, 76131 Karlsruhe, Germany
Johann Bernoulli Institute, University of Groningen, Nijenborgh 9, 9747 AG Groningen, The Netherlands
r t i c l e i n f o
rticle history:
eceived 14 October 2009
eceived in revised form 26 January 2011
ccepted 29 March 2011
vailable online 8 April 2011
eywords:
a b s t r a c t
When designing a service-based business process employing loosely coupled services, one is not only
interested in guaranteeing a certain ﬂow of work, but also in how the work will be performed. This
involves the consideration of non-functional properties which go from execution time and costs, to trust
and security. Ideally, a designer would like to have guarantees over the behavior of the services involved
in the process. These guarantees are the object of Service Level Agreements.
We propose a methodology to design service-based business processes together with Service Levelusiness process
ervice level agreement
equirements engineering
Agreements that guarantee a certain quality of execution, with particular emphasis on security. Starting
from an early requirements analysis modeled in the Secure Tropos formalism, we provide a set of user-
guided transformations and reasoning tools the ﬁnal output of which is a set of processes in the form
of Secure BPELs together with a set of Service Level Agreements to be signed by participating services.
To show the potential impact of the approach, we illustrate the functioning of the methodology on a
collaborative procurement scenario derived from the application domain of a research project.. Introduction
Web services features of autonomy, platform-independence,
eadiness to be described, published, discovered, and orches-
rated are increasingly exploited by companies to build mas-
ively distributed and loosely coupled interoperable applications
Papazoglou and Georgakopoulos, 2003). Enterprises not only
xport their services as Web services, but also develop their Busi-
ess Process (BP) to be Web service-based. Since services may be
ffered by different providers, non-functional properties become
f a paramount importance in deﬁning the usability and success
oth of a service and of Web service-based BP.
The non-functional properties of a service can be agreed a pri-
ri between a Web service provider and a consumer by specifying
Service Level Agreement (SLA) (Molina-Jimenez et al., 2005;
ndrieux et al., 2007; Ludwig et al., 2003). SLA for Web services is a
inding contract between a Web service provider and a consumer
∗ Corresponding author.
E-mail addresses: frankova@disi.unitn.it, gannafrankova@yahoo.com
G. Frankova), magali.seguran@sap.com (M. Séguran), ﬂorian.gilcher@sap.com,
o@andersground.net (F. Gilcher), slim.trabelsi@sap.com (S. Trabelsi),
oerg.doerﬂinger@sap.com (J. Dörﬂinger), aiellom@cs.rug.nl (M. Aiello).
1 Present address: Gartenstraß e 31b, D-67105 Schifferstadt, Germany.
164-1212/$ – see front matter © 2011 Elsevier Inc. All rights reserved.
oi:10.1016/j.jss.2011.03.077© 2011 Elsevier Inc. All rights reserved.
which speciﬁes a collection of service level requirements that are
negotiated and mutually agreed upon (Cappiello et al., 2007). In
Aiello et al. (2005) and Frankova et al. (2006), we provide seman-
tics of an SLA protocol for Web services considering each SLA term
as containing a guarantee, i.e., a right or obligation of the signing
parties. The objects of an SLA can take many forms: it can be a
maximum response time, a cost per operation, or it can take more
complex forms such as “the service should execute in less than 5 s
99% of the times from 9 a.m. to 5 p.m.”. Without loss of generality,
we concentrate on the ﬁrst case in this paper.
Service Level Agreements are thus an important tool for guid-
ing the quality of the execution of business processes, though,
their deﬁnition is not straightforward from the business goals of
the organization running the processes (How to Series, 2005). One
might say that there is a natural tension between implement-
ing SLAs and their relation to the actual business goals of the
organization. With the present work, we try to ease such ten-
sion by providing a methodology to derive executable processes
from business requirements. The methodology, named BP&SLA,
sticks out for a number of innovative features such as its start-
ing from informally speciﬁed early requirements and the fact that
the ﬁnal products of the methodology are executable Web service-
based business processes together with automatically negotiable
Service Level Agreements. In fact, the output hierarchy of BPs is
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ndWS-Agreement for the SLAs. Themethodology rationalizes and
uilds upon our previous results in providing a semantics for WS-
greement (Frankova et al., 2006) and deﬁning an extension of
S-BPEL to express security properties which can be derived from
arly requirements (Frankova et al., 2007a; Sèguran et al., 2008).
his paper provides, for the ﬁrst time, the full methodology from
arly requirements to executable processes and SLAs and includes
description of an implementation based on the ECLiPSe constraint
atisfaction environment.
To illustrate themethodology,we consider a business process of
typical collaborativeprocurement scenario coming fromanactual
frican project of SAP. The scenario includes service providers as
tores, service entrepreneurs that provide information and data
elated to services in rural areas, warehouses and logistic part-
ers. Each of the actors provides several services such as ordering,
anaging payment, products packaging, and distribution, to the
nd-consumer or to another provider. As in the area of procure-
ent, bothquality of executionand security of aprocess are crucial;
ach service is assigned a set of service level requirements negoti-
ted between the provider and the consumer.
The remainder of thepaper is organized as follows. Relatedwork
s discussed in Section 2. In Section 3, we introduce the collabora-
ive procurement use case in the Sekhukhne Rural Living Lab case
tudy that is used as a running example throughout the paper. Sec-
ion 4 is devoted to the proposed BP&SLA methodology, which is
pplied to the running example in Section 5. The description of
he implementation is presented in Section 6. Concluding remarks
re summarized in Section 7. The two central algorithms of the
ethodology are reported in Appendices A and B.
. Background and related work
Requirements engineering methodologies for business process
reation and management has been gaining increasing attention
oth in the Software Engineering and in the Service-Oriented com-
unities. Next, we provide an overview of the most representative
pproaches. We begin by looking at Service Level Agreement and
description of the approach aimed to its formal speciﬁcation and
egotiation, then we review trust and reputation works. Finally,
e present the requirements engineering methodologies in the
ontext of Web service design.
.1. Service level agreement
In order tobe reliable and thus successful,Web serviceproviders
ave to offer andmeet guarantees related to the services they offer.
aking into account that a guarantee depends on actual resource
sage, a service consumer must request state-dependent guar-
ntees from a service provider. Additionally, the guarantees on
ervice quality must be monitored and service consumers must
e notiﬁed in case of failure of meeting the guarantees. An agree-
ent between a service consumer and a service provider, i.e.,
ervice Level Agreement speciﬁes the associated guarantees. The
greement can be formally speciﬁed using the WS-Agreement
peciﬁcation (Andrieux et al., 2007). The WS-Agreement protocol
roposal is supported by the deﬁnition of a managing architecture:
REMONA – An Architecture and Library for Creation and Moni-
oring of WS-Agreement (Ludwig et al., 2004). The Web Services
greement Speciﬁcation deﬁnes the interaction between a service
rovider and a consumer, and a protocol for creating an agreement
sing agreement templates. Aiello, Frankova and Malfatti in Aiello
t al. (2005) provide a formal deﬁnition of what the semantics of
QoS negotiation should be and extend the framework in order
o enhance ﬂexibility at execution time. The issue of SLA genera-
ion we touch upon in the present work, is not well developed. Anand Software 84 (2011) 1351–1363
approach proposed by Cappiello et al. (2007) presents a negotiation
model to support the automatic generation of SLA on-the-ﬂy. The
authors develop a model to express Web service quality, provider
capabilities, and user requirements that is further employed in the
negotiation model to generate SLA. In our approach, we tie BPs
with SLAs. We do not focus on SLA negotiation, while we take into
account early requirements provided by the BP user, the structure
of the BP and security and trust concepts.
2.2. Trust and reputation
Trust is a directed relationship between two parties that can be
called the trustor and the trustee. Trust is an essential aspect for
decision on security since it is related to belief in honesty, com-
petence and reliability (Castelfranchi and Falcone, 1998; McKnight
and Chervany, 1996). Trust is not symmetric, so this belief by the
trustor does not necessarily imply any similar belief by the trustee.
Distrust is a quantiﬁed belief by a trustor that a trustee is incom-
petent, dishonest, not secure or not dependable within a speciﬁed
context. In Gambetta (1990), Gambetta emphasizes the subjective
level of trust: “trust is the subjective probability by which an indi-
vidualA, expects thananother individual, B, performsagivenaction
onwhich its welfare depends”. In Castelfranchi and Falcone (1998),
Castelfranchi and Falcone consider trust from a cognitive point of
view. They argue that it is a mental state based on a set of beliefs
(depending on the feeling of trust more than the trust itself). There
are various reasons for distrusting agents such as unskillfulness,
unreliability and abuse. According to the authors, trust implies
that having high trust in a person is not sufﬁcient to imply the
decision of trust, it could depend on the situation and the evalu-
ation of the risk (Falcone and Castelfranchi, 2001). Usually, there
is a level of trust associated with a trust relationship. Trustworthi-
ness is deﬁned as a measure of the level of trust that the trusting
agent has in the trusted agent. The trust level is a measure of belief
in another entity and thus it is a measure of belief in the hon-
esty, competence, security and dependability of this entity (not a
measure of the actual competence, honesty, security or depend-
ability of a trustee) (Grandison and Sloman, 2003). Considering the
trust level,we emphasize the following twoapproaches. First, there
might be some degrees in the trust level, i.e., the so called “[0 . . .1]
trust level approach” that points the level of trust of one entity to
another one. It indicates some degree between the absence and the
presence of trust. In the deﬁnition given in Grandison and Sloman
(2002) and Grandison and Sloman (2003), quantiﬁcation is linked
to the notion of trust. Quantiﬁcation reﬂects that a trustor can
have various degrees of trust (distrust), which could be expressed
as a numerical range or as a discrete classiﬁcation such as low,
medium or high (Grandison and Sloman, 2003). The work done
in SULTAN (Grandison and Sloman, 2002, 2003) (Simple Universal
Logic-oriented Trust Analysis Notation) has incorporated concepts
such as experience, reputation and trusting propensity. One of the
disadvantages of the “[0 . . .1] trust level approach” is that it is not
clear how to deﬁne the exact degree of the trust level.
Second, the “0/1 trust level approach” means a strict
absence/presence of trust dependencies. In Asnar et al. (2007), the
authors consider three trust levels: Trust, Distrust, and NTrust (i.e.,
neither trust nor distrust). Trust and Distrust means 1/0 trust level,
NTrust is necessary since the requirements speciﬁcation may not
deﬁne any trust or distrust relation between two speciﬁc actors.
In our case, the trust level is determined by the reasoning on the
presence/absence of trust dependencies in the early requirements
model. The trust level value denotes the level of trust between the
truster and the trustee on the fulﬁlling of the BP. The determined
trust level of service providers might be employed when there is
a possibility to choose one BP from the several alternatives sug-






























































calls for innovative user-centric approaches going beyond the
established norm. Several use cases are going to be implemented
in the Sekhukhune RLL: Collaborative Procurement&Logistics,G. Frankova et al. / The Journal of Sy
pproach” is to have the possibility of choosing the best alternative,
.e., the right partner toworkwith, in case of distrust to another one.
.3. Goal-oriented requirement engineering for services
The emergence of (Web) services has called for new method-
logies for designing systems. In Papazoglou and Yang (2002),
asic principles of Web services and business processes design are
resented. The early work on this issue already offers promising
nsights, though it does not distinguish logical BPs and their imple-
entation, when our approach produces executable secure BPs
ith SLAs.
Apromising requirement engineering approach to service based
ystems, which we adopt in the current treatment, is that based on
oal-orientation. Goal-Oriented requirement engineering has been
roposed and adopted before the introduction and later popular-
ty of Web services, see for instance the overview in Lamsweerde
2001) and the reported experiences in Rolland et al. (1999). The
pplication to Service-Oriented Architectures is more recent and
ainly two approaches have been proposed and worth to be men-
ioned: intentional one presented by the work by Rolland et al. and
set of approaches that build on the Tropos goal-oriented method-
logy.
Rolland et al. (2010) introduce the notion of intentional ser-
ices and propose a methodology that allows to derive operational
ervices from intentional ones and then, to map those onto soft-
are executable services. The methodology goes from the abstract
esign level, to composition and then implementation, providing a
olid complete framework. Though, the dealing of non-functional
spects over business processes is not dealt with.
The Tropos methodology (Castro et al., 2002; Bresciani et al.,
004) is a requirements engineering methodology that supports
ll analysis and design activities in the software development pro-
ess, from application domain analysis to system implementation.
au andMylopoulos (2004) propose a designmethodology forWeb
ervices adapted from the Tropos project. The work is based on
he use of goals to determine the space of alternative solutions to
atisfy them. The key point is that the solutions are represented
s Web services. The generated Web service design is expected to
ccommodate as many of those solutions as possible, thus mak-
ng the design usable by a broader class of applications. On the
egative side, Tropos is not tailored speciﬁcally to Web service
esign. Therefore the methodology does not address the issue of
ntegration neither of Web Service Business Process Language in
rder to specify actual behavior of participants in a business inter-
ction nor WS-Agreement Language to specify SLAs of the services.
azhamiakin et al. (2004) propose a methodology for business
equirements modeling that uses the Tropos framework to capture
he strategic goals of the enterprise. The proposed methodology
llows the creation of concrete BPs expressed as BPEL4WS descrip-
ions. The concrete BPs are elicited from the description of BP
otions with Tropos concepts extended with a formal annotation
alled Formal Tropos (Fuxman et al., 2004). On the other hand, our
ork aims not only to obtain BPs from an early requirements, but
lso to enrich them with SLAs. Penserini et al. (2006) address the
ssue of reﬁning the Tropos methodology and tailoring it to the
esign of Web services. The Tropos design process is extended to
upport a revisednotionof capability that explicitly correlates actor
lans with stakeholders needs and environmental constraints. The
gent capability is consideredas a service. Furthermore, the authors
ketch howTropos design-timemodels can support service discov-
ry and compositionby relating stakeholder goals to sets of services
vailable. Even if the idea is feasible, the work is in an early stage
nd there is a need for more precise mapping of agent capability
hat is considered as a service. Furthermore, there is no secure BPs
esign support.and Software 84 (2011) 1351–1363 1353
The secure Tropos framework (Giorgini et al., 2006; Massacci
et al., 2007) allows to derive the secure requirements towards
the secure BPs. Secure Tropos extends the Tropos methodology by
adding security concerns during the development process to intro-
duce concepts such as ownership, trust, and delegation within a
requirements modeling framework and shows how security and
trust requirements can be derived and analyzed. The main advan-
tages in using the Tropos methodology are that it allows to capture
not only the what or the how, but also why a piece of software is
developed. This, in turn, allows for a more reﬁned analysis of the
system dependencies and, in particular, for a much better and uni-
form treatment not only of the system functional requirements, but
also of its non-functional requirements.
Lapouchnian et al. (2007) propose a requirements-driven
approach for business process design. Requirements goal models
are used to capture business goals and alternative process conﬁgu-
ration. Quality attributes such as customer satisfaction serve as the
selection criteria for choosing among BPs alternatives induced by
the goal models. Executable BPs are generated in a semi-automatic
way starting from goal models. The approach does not focus nei-
ther on secure business processes nor SLA building for generated
business processes.
Naturally, also non goal-oriented methodology have been pro-
posed for the design of service-based business processes. A
methodological approach for deriving the software functionality
fromanorganizationalmodel is presented inde laVara et al. (2008).
The authors model an organization by means of BPMN and use the
goal/strategyMapapproach. Theworkallows fororganizationanal-
ysis and system goals understanding in a participative way with
customers. The approach does not focus on non-functional proper-
ties of BPs.
Distante et al. (2007) analyze and compare Web applications
design methodologies with regards to their support for model-
ing business processes. Further, a comprehensive design model for
integrated BPs in Web applications is proposed. The model is based
onUWAT+, an extension of the ubiquitousWeb applications design
model called UWA. The proposed model satisﬁes plenty of require-
ments, while it does not work with non-functional properties and
SLAs.
3. Collaborative procurement in the Sekhukhune Rural
Living Lab
In the area of procurement, the quality of the execution of a pro-
cess is crucial. Consider the Collaborative Procurement&Logistics
use case in the Sekhukhune Rural Living Lab (RLL). The scenario is
provided courtesy of SAP2 and is a working scenario of the IST-FP7-
IP-C@R research project.3
The Sekhukhune District, located in the Limpopo Province, is
a prime example of an underdeveloped rural area in South Africa.
The region suffers fromsevere infrastructural bottlenecks in almost
all sectors (basic services, health, education, transport and com-
munication to name just a few). The C@R project is developing
mechanisms to support informal micro enterprises daily business
needs. The goal is to make them more efﬁcient and effective,
linking them up with the established formal economy and thus
supporting economic development in the Sekhukhune RLL. Both
from a business and from a technical perspective, the situation2 http://www.sap.com.
3 http://www.c-rural.eu.








































rFig. 1. Collaborative Procurement&
ollaborative Stock Management&e-Commerce and Collaborative
nowledge Sharing.
A more detailed description of the Collaborative Procure-
ent&Logistics use case with all stakeholders, their goals and
elations is depicted in Fig. 1. Currently the described features
Mobile browserWeb form” and the “Package products for delivery
n an optimized way” are still in the prototype status while every-
hing else is already successfully piloted in the Sekhukhune RLL for
period of 9 month.
The Collaborative Procurement&Logistics use case contains four
ain actors: Spaza Shop (small retail enterprises operating from
residential home or small store, selling basic goods to the com-
unity), InfopreneurTM (Rensburg et al., 2008) (self-sustainable,
ervice entrepreneur providing information and data related ser-
ices in rural areas), Warehouse and Logistic Partner. The aim
f the BP is to place an order and to get the products delivered. The
paza Shops are organized in a virtual cooperative (Merz, 2010) to
njoy the beneﬁts of better bargaining power, bulk orders and price
eductions.
Depending on the network coverage/cost and on ownership of a
ava enabled phone, a Spaza Shop could either use a simple paper-
ased product catalogue in conjunction with a structured order
MS or an on-line product catalogue accessed by a mobile phone
eb browser to create an order. With a low end mobile phone,
ne can send a structured SMS to a dedicated number. The pro-
urement system fetches all incoming orders for further processing
syntax check, authorization). When the Spaza Shop owner owns a
ava enabled phone, the mobile Web browser is used to place the
rder via a GPRS post request triggered by a Web form. Because
f infrastructural (low, erratic and expensive bandwidth, erratic
ower supply, low end devices, limited remote support) and cul-
ural (illiteracy, a variety of local languages, low ICT knowledge
nd different device usage behaviors) impediments (Doerﬂinger
t al., 2009) a “always on-line” application realized as a desktop
pplication running on a desktop PCs to send the order is not appli-
able in the Sekhukhune rural area. Mobile phones form the only
nd broadly used communication channel in this area, which is
ommon of rural areas of developing countries.
After the order has been placed and accepted as a valid one in
he procurement system, the InfopreneurTM uses an ofﬂine capa-
le application to download and process the new orders. The
nfopreneur’sTM task is to check if the orders are semantically cor-
ect. It is a kindof an intermediate or sales agentwhere all incomingics use case in the Sekhukhune RLL.
orders are processed, bundled and forwarded to the warehouse. It
acts as the locally responsible person for the connection between
Spaza Shops and Warehouse.
At the Warehouse the incoming orders are bundled and pre-
pared for transportation by the warehouseman. The packaging of
the ordered products is made on the basis of optimization param-
eters. To offer the products to the Spaza Shop for the best possible
price, it is necessary to optimize the transportation with respect to
the optimal route and transportation capacity use for the trucks.
The Warehouse then involves the logistic partner and provides the
information about route and capacity planning.
The Logistic Partner is responsible for the physical distribution
of the products to the Spaza Shops. The payment is realized as
“pay on delivery.” That means that the Logistic Partner collects the
money from the Spaza Shop at the time he delivers the products. As
several logistic partners can be involved, some partners might be
more trustworthy and reliable than others. The warehouse needs
to take into account which logistic partner is the most appropriate
for a speciﬁc delivery. Trust in the delivery process is a key factor
because the logistic partner is also responsible for the payment.
From the business point of view, the process is quite common.
Though formal modeling and having tools for its management in
a robust manner are a challenge. Furthermore, in the area of pro-
curement, both quality of execution and security of a process are
crucial.
4. The BP&SLA methodology
Judging the appropriate SLA to sign after having deﬁned the
business objectives is far from being a straightforward task. With
the Business Processes with Service Level Agreements (BP&SLA)
methodology, we provide means to go from a high-level analysis
of the business requirements all the way to the deﬁnition of the
processes to be executed and the SLAs to be signed in order to guar-
antee certain quality of service. The methodology consists of four
main phases which are, referring to Fig. 2, (1) early requirements
engineering, (2) business process hypergraph derivation, (3) hier-
archyof business processes derivation, and (4) constraint reasoning
for Service Level Agreements derivation.During the ﬁrst phase, the end user or domain expert provides
informal requirements that form the seed for developing formal
processes. These early requirements are manually formalized fol-
lowing the Secure Tropos methodology, an extension of the well













































Performance Indicator Values are collected and calculated after
each executionof the entire life-cycle in theCollaborative Procure-Fig. 2. The BP
stablishedTropos softwareengineeringmethodology (Bresciani et
l., 2004). The output of this phase is an early requirement model.
he model is far from being an executable entity, but rather it is
conceptual description of the actors involved in the business,
heir goals and their trust and security relations. To transform the
odel into something executable, in the second and third phase,
ne navigates automatically the model. The user is possibly asked
o disambiguate choices with more than one interpretation. The
esults of the reﬁnement of the early requirements are an interme-
iate model on which to perform qualities of service inference: the
P hypergraph, and a hierarchy of BPs. Such processing occurs in
hases 2 and 3. The BP hypergraph is further analyzed to build a
onstraint problem which represents the relationships among the
arious elements of the processes regarding quality of service and
ecurity properties of the processes. By reasoning with these con-
traints it is possible to derive the appropriate SLAs to be signed
o guarantee a certain quality of service (Phase 4). This phase is
ntirely automated. The ﬁnal output of the methodology is a hier-
rchy of BPs ready for execution together with SLAs fulﬁlling a
peciﬁc quality of service. Let us consider next each of these phases
ndividually. We consider the collaborative procurement&logistics
cenario in the Sekhukhune Rural Living Lab presented in Section
as a running example.
.1. Phase 1. Early requirements engineering
Early requirements engineering aims at analyzing the organi-
ational context within which a system will eventually operate.
uring an early requirements analysis the domain actors and their
ependencies on other actors for goals to be fulﬁlled are identiﬁed.
or early requirements model elicitation in the context of secu-
ity, one needs to reason about trust relationships and delegation
f authority.
We employ the Secure Tropos modeling framework (Giorgini
t al., 2006; Massacci et al., 2007) to derive and analyze both func-
ional dependencies and security and trust requirements. For the
cquisition of the early requirements model we employ several
odeling activities. Actor modeling to identify the principal stake-
olders (actors) and their objectives (goals). Each goal might be
eﬁned by AND/OR goal decomposition that AND/OR decomposes a
oot goal into sub-goals. Itmighthappen that an actor doesnothave
he capabilities to achievehis ownobjectives byhimself. In this case
hat actor has to delegate the objectives to other actors leading
o their achievement outside the control of the delegator. Secure
ropos supports two types of delegations. Delegation of execution
ccurs when one actor delegates to another one the responsibility
o execute a service. It is also known as ‘at-least delegation.’Delega-Methodology.
tion of permission models the transfer of entitlements from an actor
to another one, also known as ‘at-most delegation.’ We use func-
tional dependency modeling to identify actors depending on other
actors for obtaining services, and actors which are able to provide
services. Permission delegation modeling is used to identify actors
delegating to other ones the permission on services. Secure Tropos
supports two types of trust dependencies. Trust of execution occurs
when one actor trusts that another one will at least fulﬁll a service.
This is also known as ‘at-least trust.’ While the meaning of trust
of permission is that an actor trusts that another one will at most
fulﬁll a service, but will not overstep it. This is also known as ‘at-
most trust.’ Trustmodeling aims at identifying actors trusting other
actors for services, and actors which own the services.
Performance-based trust model
We propose a KPI based trustworthiness model4 taking into
account thebusinessobjectivesdescribedpreviously, andassigning
automatically trust level values (0 or 1).
The traditional trustworthiness models deployed in famous on-
line shops such as Amazon or eBay are relying on a subjective rating
system in which users estimate the “quality” of the transaction
over a numerical scale. Knowing that nobody is able to formalize
and explain the difference between two successive values like a
transaction rewarded at 9/10 and another one 10/10, we can not
really estimate the correctness and the objectivity of the trust and
reputation value.
Wepropose a less subjective trustmodel taking into account the
performance of each business partner according to their business
objectives or to a business agreement like SLA. For example, if a
business partner does not satisfy a target in the SLA, he will be
penalized. Each trustee entity chooses the business objectives that
must be satisﬁed by the partners to trust. These objectives must be
measurable like a set of performance indicators, e.g., price, time,
packaging, payments conditions, quality of service.
After each interaction between two business partners, the
trustee gets these quantiﬁable values and compares it to the objec-
tives in order to obtain trust indicator values. These indicator values
are then aggregated and normalized in order to obtain a uniﬁed
trust level value. The model is shown in Fig. 3 and it is composed
of three complementary layers:4 This Performance-based trust model was elaborated in the context of IST-FP7-
IP-TAS3 European Project. http://www.tas3.eu/.























fFig. 3. Performance-based trust model.
ment & Logistics use case, then compared to the business objective
scale.
Business Objectives Scale are ﬁxed by the trustee according to
the performance indicators related to their business objectives.
An interval of values (min and max) must be chosen for every
performance indicator in order to normalize the measured value
on a [0,1] scale. The [0,1] normalization rule is as follow:
⎧⎨
⎩
1 if Ki > Kmax
Ki − Kmin
Kmax − Kmin
0 if Ki < Kmin
where Ki is the measured performance indicator value, Kmin and
Kmax are the maximum and minimum values declared in the busi-
ness objectives scale.
Trust Level Value is the aggregation of all the normalized perfor-
mance indicators plus eventually some external values such as the
recommendation from other trusted entities.
In summary, the performance based trust model offers the pos-
ibility toquantify the trustworthiness values according tobusiness
bjectives and SLAs and permit to any BP component to deter-
ine which business partner is more trustable according to an
bjective estimation. Usually in traditional recommendation sys-
ems, the trustee relies on a binary recommendation value. In our
erformance-based trustmodel the trustee canevaluate theweight
f a recommendation by accessing to the business objective scale
f the recommender.
.2. Phase 2. Business process hypergraph derivation
The second phase of the BP&SLA methodology is devoted to cre-
ting an intermediate structure to reason about the BPs and their
ualities. This intermediate structure is an hypergraph, which we
eﬁne as follows.
eﬁnition 1. A business process hypergraph B is a pair 〈B, H〉
here B is a set of business processes and H is a set of hyperarcs.
hyperarc is an ordered pair 〈N, t〉 from an arbitrary nonempty set
⊆B (source set) to a single node t∈N (target node). Each hyperarc
s associatedwith a vector of aggregation functions ϕ = [ϕ1〈N, t〉, . . .,
n〈N, t〉] which calculate value of a target node taking as arguments
ourcenodes,with the structural activity associated, for aparticular
oS parameter.Consider QoS parameters as maximal execution time (Max ET),
vailability (Av) and maximal time to recover after an attack (Max
R) for sequential, parallel and choice structural activities are as
ollows:and Software 84 (2011) 1351–1363
Activity Max ET Av Max TR
Sequence ϕ =
∑n












Choice ϕ = max(p1, . . . , pn) ϕ = min(p1, . . . , pn) ϕ = max(p1, . . . , pn)
Other examplesof functionsare illustrated in Jaeger et al. (2005).
The BP hypergraph is obtained by navigating the early require-
ment model and reﬁning it, possibly with user interaction. This is
performed algorithmically according to the procedure presented
in Appendix A. The algorithm takes the early requirements model,
the actorwith its goal and the vector of QoS parameters as an input.
Each node of the BP hypergraph is a BP that corresponds to a goal
in the early requirements model. As we consider the goals to be
operational, each hyperarc in the BP hypergraph corresponds to
the goal reﬁnement or delegation dependency in the early require-
ments model. The concept of AND goal decomposition is reﬁned
as sequential or parallel BP composition in the BP hypergraph. The
concept of OR goal decomposition in the early requirements model
is reﬁned as branching statement in the BP hypergraph. The aggre-
gation function for sequential, parallel or choice aggregation of
QoS parameters are applied. In case of a speciﬁc design choice, the
nodes corresponding to the BPs are connected by different hyper-
arcs with the target node. The design choice structural activity
appears in case of thepresenceof different alternatives for the same
BP, e.g., the same BP might be delegated to different partners that
have different SLA offers. The reﬁnement of the concept of AND/OR
goal decomposition from the early requirements model can not
be completely automated, but only supported and involves user
interaction.
Each node in the BP hypergraph is assigned with a vector of
QoS parameters and a Trust Level value (TL). The values of the
QoS parameters correspond to the QoS that can be achieved by
the BP. The trust level value denotes the level of trust between
the truster and the trustee on the fulﬁlling of the BP. In Frankova
and Yautsiukhin (2007), we propose a methodology that identiﬁes
the concrete BP providing the highest quality of service and pro-
tection among all possible design alternatives. The idea is to take
into account the level of trust of service providers and adjusts the
expected quality value correspondingly. In spite of the fact that the
approach of using the notion of trust as weighting factor is promis-
ing, the authors do not clarify how the trust values are decided.
Instead in our approach the trust level is determined from the
reasoning on the presence/absence of trust dependencies in the
early requirements model. Then, when the BP with SLA is in place,
we apply the proposed performance-based trust model in order to
determine the partner to work with when there is a possibility to
choose one BP from the several alternatives suggested by different
providers.
4.3. Phase 3. Hierarchy of business processes derivation
The third phase of the BP&SLAmethodology is dedicated to hier-
archy of BPs construction. We build the hierarchy of BPs with the
aim to use it for obtaining a set of executable secure BPs. These are
created following the Secure BPEL speciﬁcations (Frankova et al.,
2007a; Sèguran et al., 2008). Secure BPEL is a dialect of WS-BPEL
for the functional parts and abstracts away low level implemen-
tation details from WS-Security and WS-Federation speciﬁcations.
Secure BPEL allows to describe delegation relations (both of execu-
tion and of permission) and trust relations (both on execution and
on permission) among all the partners that execute sub-BPs in the
context of the global BP. In the hierarchy of BPs, each delegated BP
is labeled with an SLA which will be derived in Phase 4. The hier-
archy of BPs, as well as the BP hypergraph, is derived by reﬁning
the early requirements model. As we build the hierarchy to obtain
executable BPs with SLAs, we must clearly determine (1) the BPs,
































hFig. 4. Early requirements model for Co
2) which partner proceeds which BP, and (3) delegation and trust
ependencies among the involved partners.
The main idea is that analogously to the BP hypergraph con-
truction, we consider the level of goals in the early requirements
odel to be the level of BPs in the hierarchy of BPs. Furthermore,
he BP(s) proceeded by one actor are grouped and marked with
he actor. Each partner has to know which BP to proceed. For the
etailed presentation of the algorithm we refer to Frankova et al.
2007b).
In thiswork, we adopt only the Secure Tropos delegation of exe-
ution dependencies, but not the delegation of permission ones to
abel with SLAs only the BPs that are delegated to be executed. We
onsider the fact that one needs to sign an SLA with the partner
nly in case of transfer of responsibilities to the partner, i.e., the BP
s delegated to the partner and the partner processes it. While if
here is only a fact of transfer of entitlements, i.e., the BP is dele-
ated to the partner and the partner has permissions to processes
he BP, but do not actually does it, there are no reasons for an SLA
igning. Further, we employ both at-least and at-most trust and
elegation notions to implement the relations between the actors
n the hierarchical structure of BPs.
.4. Phase 4. Constraint reasoning for SLAs derivation
In the last phase of the BP&SLA methodology, SLAs for BPs are
erived by reasoning on the BP hypergraph. The reasoning tech-
iqueweemploy is constraintprogramming. Thekey idea is to state
he relationships among the qualities of processes and their activ-
ties as a set of constraints. Formally, the Constraint Satisfaction
roblem (CSP) is deﬁned as follows (Tsang, 1995):
a set of variables {x1, . . ., xn},
for each variable xi a ﬁnite set Di (its domain) of possible values,
a set of constraints, i.e., relations or expressions, restricting the
values that the variables can simultaneously take.
A solution to CSP is an assignment to the set of variables such
hat all its constraints are satisﬁed.Onemaywant toﬁndanoptimal
olution, if some objective function is given over CSP variables.
We build a constraint systems by recursively navigating the BP
ierarchyandhypergraphs. Thealgorithm ispresented inAppendixrative Procurement&Logistics use case.
B. The algorithm takes the BP hypergraph, the node to start with,
and the problem domain as an input, and it builds a constraint
expression for every level of thehypergraph. Intuitively, theexpres-
sion represents the quality of service for that level. For each level a
new fresh variable is added and its range is restricted to the domain
of the quality of services. Depending on what kind of children are
available for that level different kind of expressions are built. If
the children are connected with AND, the expression is built as
an aggregation of the variables representing the children nodes.
In the case of choice, there are different expressions for each child
and an additional expression represents the fact that only one child
will contribute to the execution (the sum of xi). Once the constraint
expressions arebuilt, the algorithmproceeds recursively onall chil-
dren. If the node is a leaf node, then one simply adds a variable for
that node and a constraint on the domain of the variable.
Once the constraint system is in place, one can perform con-
straint propagation to ﬁnd the solution space for acceptable
qualities of services. If then one desires to have SLAs to attach to the
BPs, it is simply a matter of performing a labeling of the solution
space and obtaining satisfying values for the qualities of services.
We remark that such a solution might not exists. In this case, the
result of the methodology will be a set of processes, but with no
quality guarantees.
5. Applying the methodology
To better understand the methodology just presented, consider
the collaborative procurement use case in the Sekhukhne Rural
Living Lab presented in Section 3 and apply the proposed method-
ology.
5.1. Phase 1
The early requirement model for the collaborative procurement
and logistics use case is depicted in Fig. 4.
The early requirement model presents the principle entities
involved, (1) actors depicted as circles and (2) interests, i.e.,
goals, presented as ovals. The SpazaShop actor has the goal to
Manage product order process. This goal is delegated to the
InfopreneurTM actor. The delegation of execution is depictedwith
two lines connected by the delegation of execution (De) mark.






























tFig. 5. Business Process Hypergraph for
he SpazaShop actor trusts the InfopreneurTM actor on execu-
ion of the goal. The trust on execution is depicted with two lines
onnected by the trust execution (Te) mark. In order to fulﬁll the
oal the InfopreneurTM actor reﬁnes it by an AND decomposition,
epicted with a goal reﬁnement symbol marked with AND, into
oals to Validate Spaza shop orders and to Manage product
elivery process. TheInfopreneurTM actor delegates the latter
oal to the Warehouse actor. Again the delegation on execution and
rust on execution is used. The Warehouse actor reﬁnes the Manage
roduct delivery process goal into Manage distribution
rocess and Package products optimally. The latter goal is
elegated to the WarehouseMan actor. And delegation of execution
nd trust on execution are used. The WarehouseMan actor reﬁnes
he goal by an OR decomposition, depicted with a goal reﬁnement
ymbol marked with OR, into the Package for fastest deliv-
ry and Package for cheapest delivery goal.
The Manage distribution process goal at the Warehouse
ctor is delegated to the LogisticPartner1 and LogisticPart-
er2 actors. While the Warehouse actor trusts on execution to the
ogisticPartner1, there is no trust relation between the actor
nd the LogisticPartner2.
The LogisticPartner1 and LogisticPartner2 actors reﬁne
he Manage distribution process goal into the Manage phys-
cal delivery and Manage payment on delivery goals.
As for the trustmodel schematized inFig. 3, thedelivery timecan
e chosen by the Spaza shop as a performance indicator. According
oSpaza’s business objectives thedeliverydelaymust be comprised
etweenKmin =1day andKmax =5days. Using this scalewe normal-
ze the delivery time values in order to be ﬁtted to a [0,1] scale.
or example, if the delivery time is Ki =3days, in the middle of the
oundaries (not so good Kmax =1day and not so bad Kmax =5days)
he trust value will be 0.5.orative Procurement&Logistics use case.
5.2. Phase 2
The hypergraph of Phase 2 corresponding to the case depicted
in Fig. 4 is shown in Fig. 5.
The global goal of the Business Process Hypergraph depicted
in Fig. 5 is Manage product order process. The BPs Validate
Spaza shop orders and Manage product delivery process
are delegated BPs that contribute to the satisfaction of this global
goal. They are connected to it by a dashed hyperarc, starting
from the delegated BP pointing to the target BP. Each node
(BP) is assigned a vector of QoS parameters and trust level val-
ues while each hyperarc is assigned a vector of aggregation
functions ϕ. The aggregation function takes into account the
structural activity and the QoS parameter, i.e., sequence ﬂow
or parallel ﬂow in this case, associated to the delegated BPs
Validate Spaza shop orders and Manage product delivery
process.
Both BPs, Package products optimally and Manage dis-
tribution process, are delegated BPs of the Manage product
delivery process BP they are contributing to and thus are con-
nected with a dashed hyperarc. Again a vector of aggregation
functions ϕ is assigned to the hyperarc taking into account the
structural activity associated to the two delegated BPs. In this case,
a sequential/parallel ﬂow is assigned to the hyperarc.
The BP Package products optimally has two contributing
delegated BPs, Package for fastest delivery and Package
for cheapest delivery. In this case the vector of aggregation
functions assigned to the hyperarc represents a non-deterministic
choice or design choice (inwhich case therewould be two different
hyperarcs).
The delegated BPs Manage distribution process (1) and
Manage distribution process (2) are connected with two


























ifferent hyperarcs to the Manage distribution process BP
hey are contributing to using dashed hyperarcs.
The nodes Manage physical delivery (1) and Manage
ayment on delivery (1) are delegated BPs of the Manage
istribution process (1) BP. And the nodes Manage physi-
al delivery (2) and Manage payment on delivery (2) are
elegated BPs of the Manage distribution process (2) BP. In
oth cases a vector of aggregation functions ϕ is assigned to the
yperarc that takes into account the structural activity associated
o the Manage physical delivery (1)/(2) and Manage pay-
ent on delivery (1)/(2) BPs and the QoS parameter. In this
ase a sequential/parallel ﬂow is assigned to the hyperarc.
The individual trust level (TL) is determined from the reason-
ng on the presence/absence of trust dependencies in the early
equirements model. After the BP with SLA is in place, we apply the
roposedperformance-based trustmodel in order todetermine the
artner to work with when there is a possibility to choose one BP
rom the several alternatives suggested by different providers.
.3. Phase 3
The result of Phase 3, that is the hierarchy of BPs correspond-
ng to the early requirement model for the manage product order
rocess case study is shown in Fig. 6. Each goal is associated with
BP, represented by a rounded-corner rectangle in the hierarchy.
ashed rectangles are used in order to represent the actors that
roceed the BPs. In our case these actors are the SpazaShop, the
nfopreneurTM, the Warehouse, the WarehouseMan, the Logis-
icPartner1, and the LogisticPartner2.siness Processes.
The dependencies among actors, i.e., delegation and trust, are
represented as dashed and solid connectors with corresponding
marks. The SpazaShop actor delegates execution of the Manage
product order process BP to the InfopreneurTM actor. The
SpazaShop actor trusts the InfopreneurTM actor to fulﬁll the Man-
age product order process BP. These facts are depicted by the
proper connectors.
The relation among BPs proceeded by the InfopreneurTM actor
is deﬁned by the structural activity associated to the Validate
Spaza shop orders and Manage product delivery process
BPs. The InfopreneurTM actor delegates execution of the Manage
product delivery process BP to the Warehouse actor. While
the InfopreneurTM actor proceeds the Validate Spaza shop
orders BP on his own. The InfopreneurTM actor trusts the Ware-
house actor to fulﬁll the Manage product delivery process
BP. The relation among BPs proceeded by the Warehouse actor is
deﬁned by the structural activity associated to the Package prod-
ucts optimally and Manage distribution process BPs.
The Warehouse actor delegates execution of the Package
products optimally BP to the WarehouseMan actor and trusts
that the WarehouseMan will fulﬁll the Package products opti-
mallyBP. The relation among BPs proceeded by the WarehouseMan
actor is deﬁned by the structural activity associated to the Package
for fastest delivery and Package for cheapest delivery
BPs. The structural activities are deﬁned by corresponding goal
decomposition types in the early requirements model.
The Warehouse actor delegates execution of the Manage
distribution process BP to the LogisticPartner1 and
LogisticPartner2 actors. There are no trust dependencies










































MFig. 7. Quality constraint expressions.
etween the Warehouse actor and the LogisticPartner1 actor
n the Manage distribution process BP. While trust on exe-
ution connects the trusted BP Manage distribution process
ith the trustee LogisticPartner2. The relations among BPs pro-
eeded by the LogisticPartner1 and LogisticPartner2 actors
re deﬁned by the structural activities associated to the Man-
ge physical delivery (1)/ (2) and the Manage payment
n delivery (1)/ (2) BPs.
.4. Phase 4
Finally, we show the generation of SLAs based on given quality
f service requirements for the executionof theBPusing theCollab-
rative Procurement&Logistics case study. The example is based on
he realdata coming fromanactual case study. Inorder toobtain the
uality constraint expressions,weneed tobegiven thedomainover
hich the quality of services range, e.g., integers for costs or real
umbers for response time. In the case of the proposed methodol-
gy, the QoSDomain is a vector of QoSwith corresponding possible
alues for the parameters. The example of the QoS Domain we con-
ider is the following vector: [Execution Time (ET) ∈ N, Availability
Av) ∈ N, Time to Recover after an attack (TR) ∈ N].
Several examples of the aggregation functions for such QoS
arameters as maximal execution time (Max ET), availability (Av)
nd maximal time to recover after an attack (Max TR) for sequen-
ial, parallel and choice structural activities are presented in Jaeger
t al. (2005).
Fig. 7 presents the quality constraint expressions obtained for
he maximal execution time parameter navigating the BP hyper-
raph from Fig. 5 following the algorithm. Where MPOP stands
or Manage Product Order Process, VSSO for Validate Spasa Shop
rders, MPDP for Manage Product Delivery Process, PPO for Pack-
ge Products Optimally, MDP toManageDistribution Process, PPFFD
or Package for Fastest Delivery, PPFCD for Package for Cheapest
elivery, MDP1 and MDP2 for Manage Distribution Process(1) and
anage Distribution Process(2), MPD1 and MPD2 for Manage Physi-
al Delivery(1) and Manage Physical Delivery(2), MPOD1 and MPOD2
orManage Payment onDelivery(1) andManage Payment onDeliv-
ry(2) BPs. The expressions for such parameters as availability and
aximal time to recover after an attack can be found in Frankova
t al. (2007b).
In the running example the constraint propagation for maxi-
al execution time QoS property for the super-process in order to
chieve execution time less then 60 s is performed and we get the
ollowing satisfying values for the qualities of services: MPD1.ET
10s, MPOD1.ET =5s, MPD2.ET =5s, MPOD2.ET =3s, MDP1.ET =6s,
DP2.ET =2s, MDP.ET =12s, PPFFD.ET =3s, PPFCD.ET =2s, PPO =10s,
PDP =4s, VSSO =5s, MPOP =4s.
The SLAs for the delegated BPs are presented in Fig. 8 where
Fig. 8. SLAs for the delegated BPs.and Software 84 (2011) 1351–1363
MDP1=MDP1.ET+sum(MPD1.ET,MPOD1.ET)=6s+sum(10s,5s)=21s
MDP2=MDP2.ET+sum(MPD2.ET,MPOD2.ET)=2s+sum(5s+3s)=10s
Note thatwhile choosing theBPamong twoalternativesManage
Distribution Process(1) andManageDistribution Process(2)we rely
on the trust levels of the providers of the services. As the trust level
of the ﬁrst provider is 1 and the one of the second provider is 0,
we choose the ﬁrst option. Then, when the BP with SLA is in place,
we apply the proposed performance-based trust model in order to
determine the partner to work with when there is a possibility to
choose one BP from the several alternatives suggested by different
providers.
Finally, the obtained SLA is described using WS-Agreement lan-
guage (Andrieux et al., 2007).We remark that, using the framework
proposed in Frankova et al. (2006), one could monitor the agree-
ment with the option to anticipate violations and renegotiate at
runtime the guarantees.
6. Prototype
The constraint algorithm for SLAs (Appendix B) is implemented
in the constraint satisfaction framework ECLiPSe5 using the IC
Hybrid Domain Solver.6 The basic algorithm is a typical tree walk-
ing algorithmthat canbe applied to any sub-treeof aBPhypergraph
(BPH). Constraints are applied from the leafs up, to make the algo-
rithm fail early if a low-level constraint cannot be satisﬁed. All
constraints over multiple child nodes are expressed as a user-
deﬁned predicate.




%constrain the QoS-Variable present in the current node
%to the solution domain
QoSValue #:: QoSDomain,
%apply the cspec algorithm on all children
children(BPH, Children),
cspec children(Children, QoSDomain),
%apply the function phi given for the current node
apply fun(BPH).
cspec children([], ). cspec children([Head—Tail],QoSDomain):-
cspec(Head, QoSDomain),
cspec children(Tail, QoSDomain).
The algorithm expects the BPH to be supplied as a Prolog term,
such as the following one:
node(
name:mpop,







Note the unbound qos variable to be constrained at a later
moment. cost represents the generic cost variable depending on
the scenario. In our case, cost represents the execution time of
the node. aggregate function is the predicate that is used by
apply fun to generate a constraint out of the nodes children.
The implementation walks the BPH in postorder fashion –
the predicate cspec children is applied before apply fun. This
means that walking the tree is of linear complexity. Under the
reasonable assumption that the aggregation function is of linear
complexity as well, the same is true for the application of cspec.
The prototype mainly exposes two predicates, one for conve-
nient and one for programming use:
5 http://www.eclipse-clp.org/.
6 http://eclipse-clp.org/doc/libman/libman016.html.
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mbuilds the constraint system for a given BPH and a Quality of Ser-
vice domain. It then prints all constrained variables. After that, a
set of possible values for those variables is computed (labeling)
and printed as well.
only solves the problemof building the constraint systembut does
not label. It provides the userwith the constrained BPH data struc-
ture as well as the list of constraint variables present in the BPH
as a ﬂat list. This gives the ability to further modify the tree and to
inspect the reduced constraint system.
The easiest way to interact with the system is through the tke-
lipse interface that is provided with ECLiPSe shown in Fig. 9.
keclipse allows to directly inspect the constraint system com-
uted and provide a good way of handling and compiling ECLiPSe
odules. It requires some knowledge about Prolog but in turn pro-
ides a good way to follow the execution of the algorithm.
. Discussion and future work
The SLAs an enterprise has with its service providers must sup-
ort its business goals insofar as possible. Establishing a Service
evel Agreement that favors the business objectives requires signif-
cant commitment of resources from the company side. Therefore
ny automation and support that can be obtained for this task is of
great beneﬁt for the enterprise.
The presented work proposes the BP&SLA methodology for
esigning service-based BPs with related SLAs. The proposal ﬁlls
he gap that exists between the informally speciﬁed early business
equirements the user provides and the executable BP. The idea is
o enrich business processes with Service Level Agreements which
re desirable for the enterprise in order to achieve its business
bjectives. As the activities regarding assignment of responsibil-
ties on BPs need to be carefully considered from the security point
f view, the proposed methodology focuses on security and trust
spects. The framework supports the Secure BPEL language that
llows for secure BPs speciﬁcation. The methodology is supported
y an implementation of its main algorithms based on a constraint
atisfaction approach. We have used the ECLiPSe framework and
he IC Hybrid Domain Solver.The methodology proposed combines user’s manual and inter-
ctive activities with automatic steps. Especially in the initial
hases, the user, supported by design tools, provides the initial
odels. From there on, only minimal interaction is necessary toreﬁne the models eliminating ambiguities and then guide their
transformation into executable processes. In fact, the last phase is
completely automatized. The initial price to pay in manual work,
rewards in the ﬁnal steps when having processes with SLA ready
for execution. Though not experimentally conﬁrmed, we are opti-
mistic that our methodology will have positive evaluations similar
to thoseobtained forTropos, see, e.g., Estradaet al. (2006);Bresciani
et al. (2004) as the ﬁrst phases of BP&SLA are derived from Tropos
approach. In fact, relyingonportable and interoperableWebservice
technologies may be even a further improvement on the usability
of the proposed methodology.
Looking speciﬁcally at Web service technologies, the proposed
methodology builds on the following two mainstream standards:
(1) WS-BPEL used to express the hierarchy of BPs, and (2) WS-
Agreement used to express the SLAs. Additionally, Secure BPEL,
a dialect of WS-BPEL, is used in the proposal for the functional
parts abstracting away low level implementation details from
WS-Security, WS-Trust and WS-Federation standards. In the trans-
formation process from early requirements to BPEL the internal
representation of the intermediate products of the methodology
does not follow standard formats, but rather deﬁnes its own inter-
mediate structures suchasBPhypergraphandhierarchyofBPs. This
can be improved by resorting to widely adopted standards such as
BPMN (White, 2009). In other worlds, it is possible to reﬁne Secure
Tropos diagrams into BPMN diagrams and then to reﬁne the latter
into BPEL code. The last step can be done automatically, as pro-
posed in Ouyang et al. (2007). Such a move to the BPMN standard
would not change the core of themethodology, butwould allow for
a better community acceptance and control over the engineering
process by the BP expert.
Open to future a investigation is the consideration of multi-
requirement analysis which calls for the identiﬁcation of a
decision-making function that selects the preferred set of
attributes.
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ppendix A.
Algorithm 1. Business Process Hypergraph Construction
BPHC)
PHC (ST, actor, goal, QoS)
egin
if goal is not a leaf goal
currentNode = node (goal)
for each children in AND
nodei = BPHC (ST, actor, childGoal, QoS)
interactWithUser (sequence | parallel)
if sequence
addHyperArcForAll (nodei[...], currentNode, sequence)
if parallel
addHyperArcForAll (nodei[...], currentNode, ﬂow)
end for
for each children in OR
interactWithUser (non deterministic choice | design choice)
if non deterministic choice
nodei = BPHC (ST, actor, childGoal, QoS)
addHyperArcForAll (nodei[...], currentNode, switch)
end if
if design choice




for each delegated child

















The addHyperArc(sourceNode,targetNode) function is used
o add one hyperarc in the BP hypergraph froma single source node
o the target node.
The addHyperArcForAll(sourceSetOfNodes,targetNode,
ggregationFunction) function adds one hyperarc in the BP
ypergraph from a source set of nodes, i.e., nodei[...], to the tar-
et node. Where the aggregationFunction parameter is a vector
f aggregation functions ϕ = [ϕ1〈N, t〉, . . ., ϕn〈N, t〉] assigned to the
P hyperarc.
The interactWithUser(option1 —... — optionk) func-
ion supports the interaction with the users with the aim to decide
hich structural activity to apply to for a particular goal decompo-
ition. The users determine the proper structural activity based on
he proposed options where the only one option has to be selected.
ppendix B.
Algorithm 2. Constraint System Building (CSPEC)
SPEC (BPH, node, CSP, QoSDomain)
egin
if node is not a leaf node
addToCSP (Var node ∈ QoSDomain)
if decomposition = AND
for all nodes
expr = expression (nodes, ﬂow/sequence)end for
addToCSP (Var node = expr)
end if
if decomposition = OR
for all nodesand Software 84 (2011) 1351–1363
if non deterministic choice
expr = exression (nodes, switch)
end if
if design choice
expr = expression (node, mult xi)
where xi = 0 or 1 and sum(xi) = 1
end if
end for




CSPEC (BPH, node, CSP, QoSDomain)
end for
if node is a leaf node
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